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COORDINATION CENTER of TLD .RU and .P®

Project of the Coordination Center for setting the interaction between
Expert Organizations with Accredited Registrars to prevent illegal using of
domain names in .RU and .P®.

Expert organizations have the necessary knowledge and skills for
detecting websites with illegal content, collecting and reporting incidents
of phishing, unauthorized access to information systems and spreading
malware.

The Coordination Center granted these organizations the right to request
Accredited Registrars to terminate domain name delegation for violating
websites.

According to TERMS and CONDOTIONS Registrars also have the right to
terminate domain name delegation upon requests from the Expert
Organizations.

e B s [~
<’> %gg;gnacunro
POCKOMHAA30P HHTepHETa L
EXPERT ORGANIZATION L L
e . . - - . (o (o]
Each organization is an expert in a certain area of malicious activity
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minimize the response time as much as possible.
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@ Unautorized access to information system

Illegal content
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INTERNET (END) USER

Any internet user can complaint about detected case of the unlawful
use of domain names to the HOTLINEs form of Expert organizations
on DOMAINPATROL.RU Action will be taken AS SOON AS POSSIBLE!
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T detected case of malicious activityto the
MALICIOUS ACTIVITY HOTLINEs form of Expert organizations
on DOMAINPATROL.RU web-site

2 EXPERT ORGANICATION

Expert organization examinates the web
site for malicious activity INSPECTION
TAKES 1-2 WORK DAYS
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3 If malicious activity is detected Expert
organization request the Registrar to
terminate the domain name delegation

TERMINATION OF DOMAIN

NAME DELEGATION AND
NOTOFICATION TO 4 DOMAIN NAME REGISTRAR
THE REGISTRANT
REQUEST The Registrar has the right to terminate
E%;iﬁ*,:":mlg the domain name delegation at the request
DELEGATION of Expert organization and inform

the registrant about the reason of blocking
and about the Expert organization that
initiated the blocking

5 DOMAIN NAME REGISTRANT

After the reason of blocking

is eliminated the domain name
Registrant can directly request the
Expert Organization to restore the
domain name delegation
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Terms and Conditions of Domain Name Registration in .RU/.P®:

5.7. the Registrar may terminate domain name delegation upon receiving a substantiated
request from an organization designared by the Coordination Center as a competent for
identifying online violations (malicious activity)

FIGURES AND FACTS

NUMBER OF REQUESTS FROM EXPERT ORGANIZATIONS IN 2022

10000

8219

8000

5860 5758
5209

6000

4680
3826 3742

4000

2455

2000

2747

0 t t t t t u t t t t u u

JANUARY FEBRUARY MARCH APRIL MAY JUNE JuLy AUGUST SEPTEMBER OCTOBER NOVEMBER DECEMBER

REQUESTS BY CATEGORY OF MALICIOUS ACTIVITY
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RESULTS OF INTERACTION
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